
RMAC(MIN)04/25

MINUTES OF THE SCOTTISH PRISON SERVICE RISK MONITORING AND AUDIT COMMITTEE (RMAC) MEETING HELD IN SPS HQ, G0.9, 
ON 24 SEPTEMBER 2025

Present:		Ian Harley, RMAC Chair and Non-Executive Director
Teresa Medhurst, Chief Executive, SPS
Linda Pollock, Deputy Chief Executive, SPS
Michael Beardmore, Head of Strategic Planning, SPS
Lynne Clow, Non-Executive Director
Amy McDonald, Director of Finance, SPS
Michael Oliphant, Audit Director, Audit Scotland
Lisa Taylor, Head of Corporate Governance and Strategy, SPS
Stephen Uphill, Non-Executive Director
[bookmark: _Hlk160794129]William Wilkie, Internal Audit Manager, Scottish Government

Introduction and Welcome

1. The Chair welcomed all present to the meeting.

Declarations of Interest

2. There were no new declarations of interest.

Apologies for Absence

3. Apologies for absence were received from Tommy Yule and Dougie Shepherd.

Draft Minutes of the last RMAC Meeting Held on 30 July 2025

4. The draft minutes of the meeting held on 30 July 2025 were agreed as a true record. 

Action Log following Last RMAC Meeting

5. The Chair and members reviewed the Action Log and agreed the update against each action.
Action: Ms Blackburn

[bookmark: _Hlk153437180]External Audit Update

6. Members were made aware that there has been no material update in the reporting period between July and September RMAC. Mr Oliphant advised AS would look to schedule a planning discussion with Ms McDonald before the end of the calendar year.

RMAC(SEP)01/25: Risk Management Progress Report

7. This report provided an overview of the current position of the SPS Corporate Risk Register (CRR), and details of work undertaken since the last RMAC meeting. The CRR was reviewed by EMG in July 2025 and no scores were changed during the following EMG risk review. 

8. In November, an extended Corporate Risk Register session with Directors is scheduled to be held, which will provide the opportunity for focussed discussion and risk comparison. 

9. The Planning, Performance and Risk Manager held a workshop with the Improvement team to start developing the Key Risk Indicators (KRIs) of the Corporate Risk Register; the session focussed on the presentation of the evidence for each risk indicating learning from past events and the ability to predict the future with more confidence.

10. Members noted this paper with thanks.

11. Mr Harley noted that the Corporate Risk Register (CRR) has remained unchanged since the last review. He suggested that including target scores for each risk in future summaries could enhance clarity and support strategic monitoring. 

12. Ms Clowe expressed concern regarding the elevated risk score associated with HMP Highland and queried whether an independent review had been undertaken. It was clarified that the risks pertain specifically to the construction project rather than the operational establishment. Regarding the HMP Glasgow project, Mrs Medhurst confirmed that a representative from the Scottish Futures Trust currently sits on the Project Board, providing impartial oversight. She agreed to consider whether additional independent representation may be beneficial at the Programme Board. 

13. Following a detailed discussion on Major Projects, members considered the value of a dedicated project-focused session at a future RMAC meeting. While it was acknowledged that the attendance of the Commercial Project Manager could be beneficial, concerns were raised about the feasibility of covering such extensive content within a single meeting. 

14. Mrs Medhurst informed members that the JPECCS contract is nearing its conclusion, with mobilisation anticipated in January. She highlighted shared concerns with Criminal Justice partners regarding the handover process and proposed that both the JPECCS and building contracts be considered as focal points for a future RMAC discussion 

15. Members agreed to undertake a deep dive into one of the major construction projects, with the specific project to be selected following the November MPMG meeting.  
Action: TBC



RMAC(SEP)02/25: "In-Depth" Review of One Corporate Risk – Cyber Review

16. Members received a presentation on cyber security risks, mitigation actions, and progress to date. The Cyber Security Audit, completed in November 2024, identified 15 recommendations—3 high, 5 medium, and 7 low level risk.

17. The audit action plan continues to guide improvements, particularly in strengthening the infrastructure environment. These efforts were informed by a 2024 penetration test conducted to support Cyber Essentials accreditation, which SPS successfully achieved in May 2025.

18. SPS has appointed a new Critical Incident Response (CIR) partner and is currently undertaking a project to build a new data centre at Fauldhouse, scheduled to go live in April 2026. The existing Saughton House data centre is expected to close in July 2026.

19. Members noted this paper with thanks.

20. Mr Ironside advised the group that they have maintained an ongoing tracker for audit outcomes, and are confident they will be able to meet most of the outstanding recommendations within the next 6-12 months. 

21. Due to ongoing cyber and digital infrastructure work, the Digital Strategy review has been paused to allow alignment with the future corporate plan. 

22. It was noted that colleagues are very aware of the increasing threat to cyber security, which led to a lengthy discussion on potential challenges, prison resilience, PR2 backups and ransomware policies. Additionally, it was highlighted that SPS have shut down the use of all external AI platforms, with exception to Microsoft Copilot.

23. Mr Harley highlighted that there are 3 High scoring Internal Audit actions, all of which are overdue, however, from the update provided these now look to all have made progress. 

RMAC(SEP)03A&B/25: Internal Audit Progress Update

24. This report provided an update on progress highlights, Internal Audit Strategic matters, integrated assurance update and strategic best practices. 

25. The below key points were noted;

· Since the last RMAC, the draft report on Data Strategy Improvement has been issued and draft reports on the Wellbeing Interventions and FAI Taskforce reviews are currently being prepared.
· Fieldwork has now commenced on both the role of Operational Audit and Public Sector Reform/Transformation Advisories. Initial planning has commenced on the Ex-Gratia advisory work.
· The Major Projects and Capital  Follow-Up has been completed.
· Two presentations within SPS have recently been facilitated to raise awareness of the role of internal audit/assurance amongst staff.

26. A follow up visit to review progress of the agreed recommendations for major projects was conducted and confirmed the one recommendations arising has successfully been implemented.  

27. Members noted this paper with thanks.

28. Mrs Medhurst informed members that while work has been carried out in respect of ex-gratia, tightening controls and processes, the pressure on establishments has continued to increase. It was noted that STP40, which was implemented earlier this year to lessen the pressure on prisons, had a limited impact, as it did not afford the time to move some of the population to ease the complexity pressure of each establishment. As such, this continued strain has taken its toll on staff, which is evidenced through an increase sick absences. 

29. Mrs Medhurst advised that there have been changes to regimes in some establishments which has helped mitigate some of these pressures, and in turn, reduced the ex-gratia numbers for the site.

RMAC(SEP)04/25: Internal Audit Support Progress Update

30. This report provided an update on the progress made by SPS in raising organisational awareness of the Internal Audit Function, strengthening Internal Audit processes and management oversight, and developing the support necessary to implement and sustain these improvements.

31. As of September 2025, SPS has 79 live Internal Audit recommendations. 6 recommendations have been closed since the last RMAC meeting in July, where there was a clear consensus that further focused and coordinated effort to enhance organisational awareness and understanding of the Internal Audit function and to drive forward associated work withing SPS would be beneficial. 

· SPS have now completed a guidance document, available to all staff via SharePoint.
· Two Internal Audit Awareness Sessions were organised (11th and 16th September), chaired by the Deputy Chief Executive and Head of Strategic Planning, and delivered by Scottish Government Internal Audit colleagues.

32. Members noted this paper with thanks.

RMAC(SEP)05/25: Annual Review of RMAC Effectiveness

33. This report provided an update on the results of the 2025 RMAC Committee Effectiveness Review. 

34. In 2024, a ‘full review’ was carried out. Compared to 2022, RMAC’s effectiveness was judged to have improved in 11 out of 18 thematic areas, to have worsened in 6 areas, and stayed the same in 1 area. As a result of that review, RMAC members carried out a skills and experience audit and membership of RMAC is now part of on-going consideration.
 
35. For this year’s review the Scottish Government Audit and Assurance Handbook Self-Assessment Checklist was used. The checklist contains 73 statements, answered with Yes/No, with the option to add comments. Overwhelmingly, the responses signal a strong level of compliance with the checklist requirements. Echoing the 2024 review, there were comments noting the committee had improved its operations over the last few years.

36. Members noted this paper with thanks.

37. Mr Harley noted that the responses provided suggest some actions that could be taken forward, in particular, inductions for new members and undertaking annual reviews with each member which he will action as appropriate.
Action: Ian Harley 

38. It was highlighted that amendments to the RMAC ToR will be considered at the November meeting, as the committee will no longer be a sub-group of the Advisory Board. 

RMAC(SEP)06/25: Review of Future Strategic Direction of RMAC

39. This report provided an update on key areas of focus for RMAC which were agreed in September 2024.

40. The key areas of focus agreed in September 2024 were:
· Assurance Mapping – Using various information including risk registers, IA reviews etc. 
· Cyber Security and Information Security – Further progress has been made but this remains a key risk for all organisations
· Greater Oversight of Establishment-Level Processes – Whilst it is clear that GICs take their roles extremely seriously and there are good relationships between establishment and headquarters, the de-centralised model within SPS increases the risk of inconsistent and, possibly ineffective controls going undetected.

41. The Chair of RMAC and having checked with the other RMAC members, Lynne Clow and Stephen Uphill, is of the opinion that the above areas hold true as ones requiring RMAC focus.

42. That said, the Chair suggested a change of emphasis in respect of the third focus area to specifically target delivery of “common processes” in a uniform manner.

43. Members noted this paper with thanks.

44.  Mrs Medhurst informed members that recent discussions at EMG highlighted a review led by Frank Slokan at SPS College, focusing on the consistency of processes and procedures across the prison estate. Originally initiated to examine ‘unlock’ practices, the review has evolved into a broader assessment of operational consistency among Governors and Managers.	Comment by Ian Harley: Pls check this is correct - I thought it sounded like Slocombe

45. Mrs Medhurst noted that the findings so far have revealed areas requiring attention and risk management. Although capacity constraints limit the full execution of the review, SPS is exploring process-based solutions to support its continuation. Members agreed it would be beneficial to have an update from Mr Slokan at a future RMAC meeting.

46. Mrs Medhurst advised that it would be more beneficial to explore this piece of work in detail before returning to point 3 in the strategic direction paper. Members agreed to this approach, noting that it may highlight operational areas not typically considered by RMAC, but which could nonetheless be valuable for members to understand.

47. Mr Harley advised that they would plan to bring this to the March RMAC and he would aim to speak with Mr Slokan in advance.
Action:   Ian Harley

RMAC(SEP)07/25: Annual Report on Losses and Special Payments

48. This report provided an update on the proposed Schedule of Losses and Special Payments for 2024-25. 

49. Overall, losses have decreased from 438 cases to 342 cases, with an increase in financial terms of £10k. Items to note are:

· The number of cash losses decreased from 158 (2023-24) to 156 (2024-25) with a decrease in financial terms of £11k. The financial terms have slightly decreased as previous year’s figure accounted for £15k loss on sale of a Cornton Vale property whilst the current year’s figure is only £4k.
· The number of stores losses significantly decreased from 271 (2023-24) to 181 (2024-25), with a difference in value of £21k. The figure for 2023-24 stands at negative £12k primarily due to write back of excess stock in year.
· Fruitless payments and constructive losses cases slightly decreased from 9 (2023-24) to 5 (2024-25) with no movement in value. 

50. The number of special payments decreased significantly from 391 in 2023-24 to 232 cases in 2024-25, with a decrease in financial terms of £151k. This decrease is a continuing trend from earlier years.

51. There were no instances where individual losses or special payments exceeded £300,000.

52. Members noted this paper with thanks. 

RMAC(SEP)08/25: Risk Focused Finance Update

53. This report provided an update on the 2025-26 financial position.

54. The SPS resource budget bill increased by £45m an increase of 10%, real terms 4.9% increase after cost pressures in 2024-25 with increases in utility costs, pay award and other inflationary pressures - an in-year resource funding increase was provided to cover these pressures. 

55. The SPS capital budget bill increased by £188m and is reflective of the profiling for the major infrastructure projects. 

56. As of 31st July 2025, SPS is reporting a resource forecast in line with budget.

57. There are a number of risks associated with the 2025-26 budget position highlighted within the report.  

58. Members noted this paper with thanks.

59. Mrs Medhurst raised concerns over the current underspend, noting that while it appears positive, she feels it further highlights the pressure on SPS staff managing an increasing population. Mrs Medhurst indicated she feels the underspend can be attributed to the lack of capacity across teams to carry out vital work and that this may eventually catch up with the expected spending. 

RMAC(SEP)09/25: Operational Audit Update

60. This report provided an update on Operational Audits conducted during  quarter 1 and 2 of the 2025/26 financial year.

61. Of the 19 audits scheduled across Q1 and Q2, 13 have been completed. One audit—Prevention of Suicide in Prisons Strategy (PSIPS)—was suspended to allow for the implementation of a new risk assessment process for Young Offenders at Polmont. To maintain audit coverage, the Complaints audit at Shotts was advanced and completed in Q1. Five Ex Gratia audits are scheduled for September.

62. At the request of Operations Directorate, a review of Operational Readiness PRL audits  was conducted. The review  revealed systemic challenges, including; 

· High non-compliance with training standards.
· Resource constraints affecting training delivery.
· Misunderstanding of responsibilities and evidence requirements.
· Outdated standards misaligned with operational realities.
· Inconsistent self-assessment practices.

63. A number of recommended actions have been put forward with the aim to address these areas. 

64. Due to resource constraints (including an unfilled vacancy) and pending the approval of a  review of the audit function, the 2025/26 Operational Audit Plan will be scaled back by approximately one-third. Audits of Management of Offenders at Risk of Substance (MORS) and Operational Readiness will proceed, along with CSRA audits at Edinburgh and Kilmarnock. Audits of Information Security, Violence Reduction/Think Twice, and additional CSRA audits at Glenochil and Inverness will be reconsidered for the 2026/27 plan.

65. Members noted this paper with thanks.

66. Ms Clowe queried what the process is in the event the outcome of an audit is challenged by the Governor. Ms Malone advised that before leaving the establishment feedback is provided to the Governor and senior management team. This includes an overall assessment outcome. There is a draft report process where the draft report with the recommendations will be issued to the establishment to check for any factual inaccuracies or come back with additional information that may not have been present during the audit visit. This information is then reviewed and communicate with the establishment on any decision. This is then referred to Scottish Government to allow Mr Wiklie and his team to assess the outcome. 

67. On the topic of risks associated with the Prevention of Suicide in Prisons Strategy (PSIPS), Ms Malone noted that achieving substantial assurance remains challenging for most establishments. The expectation is that most will attain a reasonable level of assurance. One contributing factor this year was the absence of a concern line process at HMP Kilmarnock. Other issues affecting assurance levels include incomplete or poorly completed documentation, which is difficult to manage due to the number of staff involved. These challenges are being reviewed by the relevant policy owners to identify improvements.

Any Other Business

68. Discussion on whether DIPLAR key themes should be monitored via RMAC
· Members considered the potential inclusion of DIPLAR-related discussions within RMAC’s remit, focusing on thematic insights rather than individual case outcomes. Mrs Pollock suggested that a broader examination of emerging themes could be beneficial. Ms Pollock advised she would speak with Sarah Angus about producing a report for consideration by either RMAC or the Advisory Board. Mrs Medhurst expressed the view that DIPLAR matters may be more appropriately addressed within the scope of the Advisory Board.
Action: Linda Pollock

69. Mr Wilkie provided his apologies for the November RMAC.

Date of Next Meeting

70. The next RMAC meeting will be held on 26 November 2025 from 09:00-12:30 in SPS HQ, Room G0.9.
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